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AIMS OF THE GUIDANCE FOR TEACHING

The principal aim of the Guidance for Teaching is to support teachers in the delivery of the WJEC Level
1/2 Vocational Qualification in ICT (Technical Award) and to offer guidance on the requirements of the
qualification and the assessment process. The Guidance for Teaching is not intended as a
comprehensive reference, but as support for professional teachers to develop stimulating and exciting
courses tailored to the needs and skills of their own learners in their particular institutions.
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AIMS OF THE UNIT GUIDE

The principal aim of the Unit Guide is to support teaching and learning and act as a companion to the
Specification. Each Unit Guide will offer detailed explanation of key points in the Specification and aim
to explain complex areas of subject content. An overview of the whole course can be found in the
Delivery Guide.

WJEC CBAC Ltd.
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INTRODUCTION

The WIEC Level 1/2 Vocational Award in ICT (Technical Award), approved by Ofqual and DfE for performance
gualification tables in 2024 (first teaching from September 2022), is available to:

e all schools and colleges in England and Wales

e subject to local agreement, it is also available to centres outside England and Wales, for example in Northern
Ireland, the crown dependencies of the Isle of Man and the Channel Islands, and in British overseas
territories, and to British forces schools overseas. It is not available to other overseas centres.

It will be awarded for the first time in January 2024, using grades Level 1 Pass, Level 1 Merit, Level 1 Distinction,
Level 1 Distinction*, Level 2 Pass, Level 2 Merit, Level 2 Distinction, Level 2 Distinction*.

ADDITIONAL WAYS THAT WJEC/EDUQAS CAN OFFER SUPPORT:

e sample assessment materials and mark schemes

e face-to-face CPD events

e examiners’ reports on each question paper

e free access to past question papers and mark schemes via the secure website
e direct access to the Subject Officer

e free online resources

e Exam Results Analysis

e Online Examination Review

e Regional Support team (England Centres only).

WJEC CBAC Ltd.
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OVERVIEW OF UNIT 1

Unit 1: ICT in Society
(40% of the qualification)
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Overview of the unit

Unit 1 allows learners to explore the wide range of uses of hardware, application and specialist software in
society. They will investigate how information technology is used in a range of contexts, including business and
organisations, education and home use.

1.1 How IT can be used to fulfil the needs of organisations and individuals
1.2 How data and information is used and transferred
1.3 Legal, moral, ethical, cultural and environmental impacts of IT and the need for cybersecurity

WJEC CBAC Ltd.




HOW TO READ THE SPECIFICATION

WIJEC/Edugas Vocational Award (Technical Awards) specifications are written to be transparent and easy to
understand.

-
-

=
=
)
=
Q.
®

The amplification provided in the right-hand column uses the following four stems:
e ‘Learners should know’ has been used for the recall of facts such as: legislation and definitions.

e ‘Learners should know and understand’ has been used for the majority of the unit content where knowledge
needs to lead to a sense of understanding.

e ‘Learners should be aware of’ has been used when the volume of content is quite extensive, and learners do
not need to understand all aspects in detail.

e ‘Learners should be able to’ has been used when learners need to apply their knowledge to a scenario or
practical situation.

The amplification provided includes all of the assessable content for the relevant section, unless it states, ‘e.g.”
‘including’ or ‘such as’. In these cases, the amplification lists relevant content, which should be expanded upon in
an appropriate way, taking account of learners’ needs and interests. The use of the word 'including' indicates
compulsion (i.e. a question could be specifically set on that aspect). The use of the words ‘e.g.” or such as” are for
guidance only, and an alternative can be chosen.

WJEC CBAC Ltd.
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ASSESSMENT OF UNIT 1
Unit 1: ICT in
On-screen examination: 1 hour 20 minutes

40% of qualification

80 marks: 120 UMS
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An assessment (taken on-screen), comprising of a range of question types to assess
specification content related to ideas and concepts in how IT can be used to fulfil the needs of
organisations and individuals, how data and information is used and transferred, and legal,
moral, ethical, cultural and environmental impacts of IT and the need for cybersecurity.

All questions are compulsory.

The assessment objective weightings for Unit 1 are:

AO1 AO2 AO3
20% \ 15% \ 5%

FAQS:

Can learners resit the Unit 1 assessment?

Candidates may resit the externally assessed unit, prior to certification; however, this
qualification has a 40% terminal requirement which must be satisfied by the externally
assessed unit. Therefore, only the uniform mark score from the attempt made in the series in
which the candidate is cashing in the qualification will be used in calculating the final overall
grade, even if this is lower than the previous attempt.

Candidates who are unhappy with the grade awarded for the qualification may choose to resit
one or more units following certification.

Where the candidate resits the externally assessed unit, only the uniform mark score from the
resit attempt will be used in calculating the final overall grade, even if this is lower than the
previous attempt. The candidate does not need to resit the internally assessed unit as marks
for the internally assessed unit may be carried forward for the lifetime of the specification.

Is the assessment available on paper?

The assessment is available on-screen only. In the case of technical or other difficulties that
might prevent a candidate from sitting the on-screen exam, centres should contact WJEC.

What is the entry code for this unit?

Unit 1 External 5539U1

Cash in code 5539QA
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Is this assessment compulsory?

Yes.

When can candidates sit the Unit 1 assessment?

Assessment opportunities will be available in January and May/June each year, until the end of
the life of this specification. January 2024 will be the first assessment opportunity for Unit 1. It
should be noted that the Terminal Assessment Rule requires this examination to be completed
at the end of the qualification, it may not be ‘banked’.

Are candidates assessed on their spelling, punctuation and grammar in this assessment?

No, although learners are reminded of the need for good English and orderly, clear
presentation in their answers.

Will candidates be expected to answer questions about content in Unit 2 in this exam?

No.

Will the assessment objective weightings remain the same throughout the life of the
specification?

Yes.

How is the unit reported?

This unit will be graded Level 1 Pass, Level 1 Merit, Level 1 Distinction, Level 1 Distinction*,
Level 2 Pass, Level 2 Merit, Level 2 Distinction, Level 2 Distinction*.

Will learners be expected to answer questions from across the whole specification?

No.
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GLOSSARY FOR UNIT 1

Definition

A program containing a set of instructions to the computer that allows

Application software . .
the user to carry out a specific function.
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When computers perform tasks normally requiring human intelligence,

Artificial Intelligence (Al) . . . . .
such as problem solving, adapting according to previous experience.

The process of superimposing a computer-generated image on a user's

Augmented realit .
ug 1ty view of the real world.

Authentication When a user confirms their unique identity on a computer system.

A copy of a file that is kept in a location away from the computer which

Back-u :
P can be used to restore data in case of loss.

Biometrics Technologies that recognise human body characteristics (e.g., fingerprint)
to authenticate a person’s identity.

Bionics The science of constructing artificial systems (e.g., limbs) that have some
of the characteristics of biological systems.
A wireless communication protocol for exchanging data over short

Bluetooth P ging

distances.

Software applications and data that are stored online and used through

Cloud computing the Internet

Communication software A program designed to pass information from one system to another.

Making files smaller by reducing the number of bits used to store the

Compression . .
P information.

Cookies are text files containing small pieces of data that are sent from
Cookies the website you are browsing. They are stored in your computer and
provide a way to recognise you and keep track of your preferences.

Bullying using digital communication tools such as the Internet or mobile

Cyberbullying phones

Data A collection of text, numbers or symbols in a raw or unorganised form.

The process of taking information from a document and converting it into

Data capture .
P data which a computer can read.

A distributed denial-of-service attack, which is a malicious attempt to
DDoS disrupt the operation of a service or network by flooding the target with
fake traffic.

Digital footprint The data left behind when you have made an interaction online.

25
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Definition

Drone A flying robot that can be remotely controlled.

E-commerce Commercial transactions made electronically on the Internet.

Encoding The process of converting data from one form to another.

) The process of scrambling data when it is being sent to protect it from

Encryption . . .
unauthorised users, as they do not have an encryption key to decode it.
The most usual way of connecting computers together in a local area

Ethernet
network (LAN).

E-waste Electronic appliances such as mobile phones, computers, and televisions

that are thrown away without the intention of re-use.

Expert system

A computer system that stores facts and can search these facts for
information according to a set of rules, copying the decision-making ability
of a human expert.

An extranet is a controlled private network that is accessible to some

Extranet
authorised users outside of the organisation.
Green [T Environmentally responsible and eco-friendly use of computers and their
resources in order to reduce the carbon footprint.
Hacking The gaining of unauthorised access to data in a computer system.
Hardware The physical components of a computer.
Information Data that has been processed, normally by a computer, to give it meaning.

Information handling software

The process of gathering, recording and presenting information in a way
that is helpful to others (e.g., in a graph).

A piece of equipment that transfers data into a computer so it can be

Input device
B processed.
Internet A public worldwide system of computer networks.
Intranet A private operated network where data content and access is controlled.

It is insulated from the global internet.

WJEC CBAC Ltd.
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Definition

The use of a computer program to record every keystroke made by a

Key logging computer user without their knowledge and usually in order to gain
fraudulent access to passwords and other confidential information.
When a person gains information such as facts, or the understanding of
Knowledge

information such as how to solve problems.

Local Area Network (LAN)

A network that links computers that are geographically close enough
together to be hard wired.

Logical protection

Software security controls put in place to manage access to computer
systems (e.g., passwords).

Malware

Short for malicious software, it covers all software that is specifically
designed to disrupt, damage or gain unauthorised access to a computer
system.

Near-field Communication (NFC)

A set of communication protocols based on a radio frequency (RF) field,
designed to exchange data between two electronic devices through a
simple touch gesture.

Open source software

Software that is distributed with its source code so that anyone can
inspect, modify or enhance it.

Output device

A piece of equipment that receives data from your computer once it has
been processed (e.g., a monitor).

Packet sniffing

A computer program or computer hardware that can intercept and
monitor network traffic.

Physical protection

Protecting equipment by physically preventing access to it.

Port

A docking point available for connection to peripherals such as input and
output devices.

Protocol

A standard set of procedures that allow data to be transferred between
electronic devices.

Radio-frequency Identification
(RFID)

A technology to record the presence of an object using radio signals.

Ransomware

A type of malware that prevents you from using your computer or
accessing certain files until you pay a ransom to the hacker.

Robotics

The use of robots to perform tasks done traditionally by humans.

Social engineering

When users are tricked into making security mistakes, so they give up
confidential information.

Social network

An online service or site that allows people to communicate with friends
on the Internet using a computer or mobile phone.

WJEC CBAC Ltd.
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Software

Definition

The programs that tell a computer what to do.

Spyware

Software that enables a user to obtain information about your computer
activities by transmitting data secretly from your hard drive.

Storage device

A piece of internal or external hardware used for saving, carrying and
extracting data from a computer.

System software

A type of computer program that operates a computer's hardware and
provides a platform to run application programs.

Teleworking

When you work at home, while communicating with your office using a
wide area network (WAN).

Topology

The way in which computers are arranged in a network.

Trojan Horse

A type of malware that is usually disguised as legitimate software used by
hackers trying to gain access to your computer system.

USB

An industry standard method of transferring data between a host device
(e.g. a computer) and a peripheral device (e.g. a mouse). Stands for
Universal Serial Bus.

Utility software

A program designed to help to analyse, configure, optimise or maintain a
computer.

Validation

Checking input to make sure it meets a set of defined rules and is sensible
in order to prevent errors.

Verification

Checking input to make sure that the data entered is identical to the
original source in order to prevent errors.

Videoconference

An electronic meeting, allowing users to hold face-to-face meetings
without having to be in the same place physically.

Virtual reality

A computer-generated simulation in which a person can interact within an
artificial three-dimensional environment.

Virus

A piece of code which is capable of copying itself and is placed on your
computer with the aim of damaging the system.

Wearable technologies

Smart electronic devices that are designed to be worn by the user and
have sensors that collect data such as heart rate.

Wide Area Network (WAN)

A telecommunications network that extends over a large geographical
area, connecting more than one Local Area Network (LAN).

Wireless

Uses a technology such as radio or microwaves to transmit signals rather
than using wires or cables.

Worm

A computer program that replicates itself in order to spread malicious
code throughout your system.

WJEC CBAC Ltd.
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